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Presenter
Presentation Notes
There is a natural tension between confidential-data security, and increasing research findability, accessibility, interoperability, and reproducibility (or "FAIRness"). Dr Oxley will describe how the Weill Cornell Medicine Data Core manages this tension to maximize the value of research data.
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Integrity and responsible use of patient data is connected to FAIR data practices, for you cannot guarantee that a patient’s data were used ethically unless you are able to validate the research that patient’s data enabled.

Yet the ability to open up research to scrutiny also opens up the risk of compromising patient data. 
Even at the operational level of allowing research on protected health information, how to you remove barriers to performing analysis, while ensuring that all activity is secure?

How do you maintain the balance? Or, in other words, how do you maximize the value of research on PHI?

The Data Core is Weill Cornell Medicine’s answer to that question


Data Core Is your data and applications,
In a Windows environment,
secured in the WCM cloud

The Data Core interface
(left) is a familiar Windows
Desktop environment

One of few secure enclave environments described in the literature

Design and Implementation of a Secure Computing Environment for

Analysis of Sensitive Data at an Academic Medical Center.
Oxley PR, Ruffing J, Campion TR Jr, Wheeler TR, Cole CL.
AMIA Annu Symp Proc. 2018 Dec 5; 2018:857-866.
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Published description is more than just the technical specifications, but describes the principles governing operation and management of the Data Core.


Data Core’s approach Is to provide
curated, online analytics
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Data Core security meets the
requirements of major 3"-party providers

- External Network

External User
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Secured
Highest infrastructure protections (network, servers, storage)
Two-factor authentication
Sequestration
Data only accessible from within a project
And within a project, no other data accessible

All Data movement is controlled and monitored by the data curation team, to ensure compliance with project governance


Consistent interface and access allows
collaborative workflow for researchers

Within each project, all users see the same:

Applications

Open source
(Including CRAN mirroring)

Commercial
(Group discounts)

S

Database options

Original
(protected read only)

Shared space

Private work area



Data Core team assists in collaboration
with external parties, and curating governance
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Collaborative:
Data Core team assists interactions with
PI and team
Regulatory bodies
Data providers, e.g. NYP, CMS, NYS, foundations, other medical

Curated (ITS library and tech teams):
Tracking Compliance
Agreements and compliance, e.g. effective dates
Users, e.g. eligibility
Data movement, e.g. chain of custody, specialized workflows
Responding
Regulatory requirements (CMS, NYS, other data providers)
User issues



Data Core Is designed to be flexible

Interface

e Can connect from anywhere

e Can connect from Mac,
Windows, or even Unix-flavor
endpoints

Operation

* Availability
single 6h monthly maintenance
window

e Scalability
Baseline of 4 CPU / 16 GB RAM

storage and computation can grow
as needed

Users

e WCM or external
e Central credentials (WCM ID
and password)

Uses

* Faculty research
 Student projects/theses
 Classes



Data Core has served many people
and projects over the last 4 years

Consistent usage

Current

Total 34 317 38

Notable data sets/studies
CDRN (2 study-specific datamarts)

Pediatric Epilepsy LHS (multiple data providers)
SPARCS

Medicare

WCM IRB and NYP prefer Data Core for ePHlI



We are actively developing a Data Catalog

https://github.com/oxpeter/datacatalog

Captures three primary components of PHI:
Dataset metadata

Governance

Access Requirements
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Capabilities
Initially only metadata
Perhaps exploration much later
Dataset descriptions
NYP shared data, other WCM acquired
Attributes like date range, key elements
Pointers to fuller descriptions
Use agreements / reuse conditions
Owners and publishers
Ability to tag with defined keywords



https://github.com/oxpeter/datacatalog

The key feature of our data catalog is its ability
to capture governance requirements

Descriptive metadata
Connect to datasets
Scope of authorization
Users authorization
Data Controls

Reuse scope

Data Catalog (Beta) View Details ~

Healthcare Cost and Utilization Project (HCUP) owms control
#0915-0276

Agency for Healthcare Research and Quality (AHRQ)

description

Governs use of data from the Healthcare Cost and Utilization Project (HCUP), maintained by the Center for Delivery, Organization, and Markets
(CDOM) within the Agency for Healthcare Research and Quality (AHRQ).

Start date MNov. 1, 20186
End date June 30, 2021
Pl Michael Bales (meb7002)
Mixing of different datasets allowed? False
Data destruction required? True
Data Storage Requirements Data Access Conditions

Data must be stored within the WCM Data Core two-factor authentication
Data must be encrypted at rest

Update DUA details

Datasets for OMB Control # 0915-0276: Healthcare Cost and
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Basic descriptive metadata: 
Unique identification of the DUA, publisher, date signed, start & end dates
Connect to the described datasets which it regulates which are cataloged
Scope of authorization
users, projects, or institutions?
Users authorized for access
leverage Centerwide ID 
Data Controls
mixing, destruction, storage, 
Reuse scope
defined on application



Current content includes Data Core datasets
and ARCH Research Data Repositories

¢ @ datacore.weill.cornell.edu/datacatalog/datasets/71 T vy ® HE

Data Catalog (Beta) View Details ~ pro2004 ~ Submit new... ~

Pediatric Epilepsy (PEDSEP) Primary records:
Architecture for Research Computing in Health (ARCH) ARC H R D RS |nC| Ud | ng

A data mart aggregating visits, medications, diagnoses, procedures, and lab values for WCM patients with epilepsy

(n = ~28,000). Contains data from WCM physicians, NYP inpatient locations, and regional hospitals, including N Y P S h a,re d d a.ta

Brooklyn and Queens.

Details

Dataset local expert Zachary Grinspan (zag9005) D a.ta C O re = h O Ste d d a.ta
Record Period Start Jan. 1, 2007 from AH RQ, CMS, Aetna

Record Period End None

Landing URL https://rdr.weill.cornell.edu/reports/
Local contact Zachary Grinspan (zag9005)
Keywords

Update dataset details
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Capabilities
Initially only metadata
Perhaps exploration much later
Dataset descriptions
NYP shared data, other WCM acquired
Attributes like date range, key elements
Pointers to fuller descriptions
Use agreements / reuse conditions
Owners and publishers
Ability to tag with defined keywords




Questions

Peter Oxley Design and Implementation of a Secure Computing
pro2004@med.cornell.edu Environment for Analysis of Sensitive Data at an

Academic Medical Center.
Oxley PR, Ruffing J, Campion TR Jr, Wheeler TR, Cole CL.
AMIA Annu Symp Proc. 2018 Dec 5; 2018:857-866.
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